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5 anukansiedu: The Frontline Defense Protocol
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(Report Breaches)

Kindoyasilkarksodoiia
Giovudv DPO KSaludnsmalu 72
B2lUL WS UAIULEIKIUNUR

4 CRITICAL ALERT

PATHWAY 05 PATHWAY 01 P i

¢

sausautnInddu
(Collect Minimally)
YalAulawimuiaguszavAviu
luiiugayadoutiu
lazudvanslknsiulaus

nMalga81vands
(Proper Destruction)

98 ﬁ1a1ﬂlana1§1ﬁaﬁun
AWUIU KuRvavaLue:
UndnSavreluns:auslyiAa
laaua

Z0 mO01d Y1¥Oo

SnY¥IAILAUTUFQ
(Strict Confidentiality)
aonKuDa LNUSAYIWIALISA
lUuusUry@rts uazmlons:au
Reuse Nijdoyadiuad

TO MO V1va

l DATA FLOW 03

= r—) nt_msauﬂaua\ma _
as (Filter Before Forwarding)
. asJvdauAdiugQndoavnaudvdluansalwalungu Line

RuNBuwsunuanameuanlogwams

& NotebookLM



The 8-Pillar Implementation Blueprint
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Foundation & Governance: yauluaaiudKulIn
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External Protocols (Contracts & DPA)
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Internal Protocols (Governance)

NMMUAEV2YIVIASLASQ:
Kuhtaualulguaniklionnns:y
Iuéfsufg] UaULUONSDIU KSa301Q
UssavAnusv

noufuGiaghuiasvasacayoya
douunpanBvMUKUIR

Snuy1ALAU (Confidentiality):

M1s91059v (Sub-contractors):
KINDN1SIINVRQUASTUULEIVCD
dovlasunuBugaUINKAIUAL
Jayay NouLdud

Zny,  odlnannusaiauo:
/ {151‘ [wsumsausuau PDPA
=<7 u_gr:nmudaanﬁa[muaé

WWasuijanaanmulkLY

~O

r

L

= =1

UNIFIED FOUNDATION

0

q
d

&1 NotebookLM



Storage Architecture & Data Segregation
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Data Routing (Separation): 7y = RN EENEEE EEEEEE RN
Lwngugaya (Database) 6| Server Standards
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- Server Standards (Cloud &
- On-Prem):
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Routing Hub s HEREEa Lifecycle Rules:
Data Routing (Separation): - * On-Premise: ﬂj“ﬂ“ﬂ.]Slﬁ" 1|_] ¢ Auto-purge: dvA1s:uuaudaya
ugngudoua (Database) mu 99NV Server agvLWuvIA aaluud@wansumKuamuasyayul
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Legal Consent Mechanisms in UI/UX
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The Security Measures Framework (SOC Stack)

e Layer 1: Authentication - (Gs:uugiuguddautuu
Multi-Factor Authentication (MFA) danSumsingiv
StUUZIUTDYA

® Layer 2: Access Control - AKuaFnsmukan Least
Privilege (IhanSLaw1~ln1nmlLlumamSngummmmuu)

e Layer 3: Encryption - iiskadouanvusu:sudoioya
(In transit) uazveusdatAu (At rest)

o Layer4 Logglng & Monlturmg oufin Log files
Woasdvaaudioukaw (tas, wWhdva:ls, wWala)

e Layer 5: Backup & Recovery - e'i"lsanuauaamlaua
LLa~nnaau1mumsnnunwaihs uuwsouldvu
(Availability) 1aus




Active Monitoring: Breach Incident SOP & ROPA

Data Breach Management (SOP)
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Record of Processing (ROPA)

f Dashboard Matrix
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Data Lifecycle Management & Subject Rights
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{@} (Data Subject Rights Readiness):
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The Data Asset Radar
KU2aKyUayans:uu IT GovAsuALQLA

Quadrant 1: Digital Footprints

— s

(Sovsasndna)

 KU191au IP Address, Cookies, Br
Device ID, Time zone.

&
OWSer, %

e N1SLUNES:UU (Logins), Username/
Password, PIN, App activity logs.

Quadrant 2: Identity & Profile
(Uayaszuasauunna)
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o uauamsuana 1SNV,
ANSANU.

Quadrant 3: Behavioral & Commercial
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| Quadrant4 Highly Sensitive

(Uawadoulka - nauALWLAL)

Uayadouunnausznndoulko
LSenmtwe Data) Aov(Burasns
yugvdauazuuiin ROPA Ldue.

& NotebooklLM



Self-Audit Diagnostic Matrix

audunisnas  evlulaanitunas
(Done) (Not Done)

1. idrycy1 DPA lla:nsd9dauiiaulv Sub-processor 1139

2. 118n Database AwWNWUN laAVS:uvaudRlulR (Auto-purge)

3. UI/UX msvanawaugauluinisanidanlydauntin (No pre-tick)

4. Server lla= Backup Un1sivasHd (Encryption) laz9anan1sivany (MFA)

5. I SOP Suiioinmvayasalra na:wSouninalu 72 su.

6. dUian ROPA Ingiawizn1suunnvayaus:innaaulro

7. S:UUSaISUNISau/s=duvayanuans (Data Subject Rights)
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8. Unszuoums Data Sanitization NAuluIAIoUIIU
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